Small and medium-sized enterprises (SMEs) represent the dominant form of business organization in the economic system globally and play an important role in the economic development and increased competitiveness of the economy, both in Bulgaria and in the European Union (EU).
Introduction
Small and medium-sized enterprises (SMEs) represent the dominant form of business organization in the economic system globally and play an important role in the economic development and increased competitiveness of the economy, both in Bulgaria and in the European Union (EU). In the 25 EU Member States, there are over 21 million SMEs, which provided 88.8 million jobs throughout the EU [1] .
According to the latest data of the National Statistical Institute (NSI), the number of enterprises in the non-financial sector in Bulgaria in 2015 is 326,380, where the number of micro, small and medium-sized enterprises is predominant (99.8 %) [2] . The observed tendency in the total number of SMEs is growing, in contrast to the sector of large enterprises, with microenterprises being the most numerous [3] [4] [5] .
The surveyed data show that many SMEs experience financial problems, which suggests cost-cutting and business activity optimization. Taking into account the importance of SMEs in the economy, it must be emphasized that at such a time the ability to effectively use modern information and communication technology (ICT) solutions for electronic business (e-business) plays a crucial role in increasing the sustainability of enterprises and occupies strategic business positions in the newly created Internet economy [6] [7] [8] . The global network is being used more and more actively as a tool for advertising the services and products offered by enterprises. It is a mandatory aspect in transforming a traditional business into an electronic one. So, the managers of the enterprises that are seeking to expand the market and increase their competitiveness are faced with the decision of not whether it is time for such a transformation, but how to do it in the best possible way [9] .
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The clarification of the theoretical justification of the positions of various Bulgarian and foreign authors on e-business and its development on the basis of the introduction of innovations and possible concepts for advanced ICT [9] [10] [11] [12] [13] [14] [15] [16] reveals the possibility of improving the operation of Bulgarian SMEs and increasing their competitiveness. Apart from theoretical formulations, however, the desired results can be achieved by determining the actual state of ICT and whether it is necessary to introduce innovative solutions for the development of e-business systems in SMEs. It is necessary to determine the capabilities, needs and restrictions that exist both inside the enterprises and in the surrounding business environment. For this purpose, the research carried out involves an integrated analysis, which aims to reveal the actual state of currently applied ICT practices related to the protection of access and security of information, as well as to ensure uninterrupted access (24 hours/7 days) to information e-business resources in the surveyed group of SMEs.
Materials and Methods

1. Empirical basis of the research of applied ICT and e-business practices in Bulgarian SMEs
In the present study a questionnaire survey was conducted independently as a basic instrument for collecting empirical data during the period April-May 2015 at 70 Bulgarian enterprises, where the prevailing part of them are from Sofia, Blagoevgrad and Veliko Tarnovo regions. The survey takes into consideration the advantages of questionnaire surveys as a method which is suitable for the collection of a significant amount of information at minimal cost [17] , where in view of the advantages of the modern Web-based surveys, one part (60 in number) of the inquiries were filled out on paper and the remaining (201 in number) were conducted online by filling in a specially developed online form. The inquiries were conducted among 261 participants, 57 % of whom are in managerial positions and the remaining 43 % of whom are in subordinate positions. The affiliation of the respondents according to the number of personnel is as follows: 33 % of respondents work in micro-enterprises; 33 % -belong to small enterprises, and the remaining 24 % -belong to the group of medium-sized enterprises. A total of 90 % of respondents are classified as belonging to SMEs but only 10 % of respondents work in large enterprises (with over 250 employees) [4] . According to data, obtained from the survey, the predominant form of ownership of the studied organizations is private -68 %, 23 % of respondents are classified as working in state organizations, while only 9 % work in mixed enterprises. It must be taken into account, that the role and importance of this factor for the level and quality of ICT is associated with the budgetary possibilities and restrictions, especially in state enterprises. The questionnaire includes 60 questions in order to get a more complete picture of the state of ICT systems and the applied e-business measures in the studied group of Bulgarian SMEs.
Restrictive conditions of conducted research of applied ICT and e-business practices in Bulgarian SMEs
The present article analyses only part of the survey results that are related specifically to the study of the actual state of the internal ICT networks and e-business systems of the enterprises, the preparation and the level of skill of the employees working in the ICT sector and the technical security and protection of the access to information resources of enterprises. The conducted research is representative in nature, so the investigations and the performed analysis, conclusions and assessments of the state of applied ICT practices in organizations are valid only for the object of study. The group of the large participating companies is not a subject of the present study, but has been investigated as a necessary party for comparison and in order to make a clearer assessment of the state of SMEs in the country.
Results of conducted research of applied ICT and e-business practices in Bulgarian SMEs
In recent years, the introduction of ICT solutions is implemented more and more actively in Bulgarian SMEs [18] which is due to the new managerial idea of achieving a strategic advantage through ICT investments and their direct impact on improving the quality of automated business From the received information it is clear that almost all of the respondents (97 %) think that no business activity can be implemented without ICT, which means that the surveyed enterprises must not only maintain their ICT, but also introduce advanced solutions to improve their overall strategy for e-business information support.
The availability of computers (especially a new generation of computers) and a local computer network (wired or wireless) in the organizations is the basic condition for the construction of an ICT infrastructure as well as for a variety of e-business purposes. The survey data confirm that regardless of the size of the enterprises, almost all of the studied organizations have developed a computer network which they use in their business activity. The information clearly indicates that the practice in various sized companies is to use different number of computers. So, while in micro enterprises the predominant number is less than 5 computers, in small enterprises the predominant number is more than 5 and up to 10 PCs. And the majority of medium-sized and large enterprises tend to use more than 10 computers in their business. This circumstance is directly related to the scope of activity of enterprises and their financial capabilities, and the need to have skilled IT specialists and to create an ICT maintenance unit should be taken into consideration.
A compulsory aspect of the management of IC systems is the use of various software products in the business activities of organizations and the data received from the survey indicate that the surveyed organizations use the following software products:
-office applications (word processing systems and spreadsheet programs, applications for reading an email, browsing the Internet, etc.) -42 % of respondents;
-accounting software -30 % of respondents; -programming software for human resources management -16 % of respondents; -specialized business programs that are related to the subject of activity of the organization -11 % of respondents; -other programs -1 % of respondents. In this context, it is appropriate in different organizations to have a separate structural unit which is responsible for the maintenance of computer systems and software. But the results of the conducted survey show that the majority of respondents -70 % -confirmed that such a structural unit is not available in their organizations and these results testify to the existence of risks to the information security and confidential data of the organizations and the possible loss of business benefits. The prevailing number of respondents works in micro and small enterprises (89 %). This result can be explained by the insufficient financial resources which are necessary for setting up a department, responsible for the maintenance of computer systems and software as well as the impossibility to employ qualified ICT specialists, who are responsible for the timely implementation of effective technological innovations that ensure the confidentiality, integrity and accessibility to corporate information assets and resources. Furthermore, despite the fact that according to 97 % of respondents the business activities of their organization are directly dependent on ICT resources, the majority of the surveyed companies (62 %) do not have ICT staff or, in a greater number of cases, it is insufficient and consists of 1 to 3 people.
In recent years, a growth trend in the use of ICT is observed across Bulgarian businesses, where the share of enterprises that have access to the Internet (91.4 %) has a direct influence [18] . These data are also confirmed by the results, obtained in this survey, which show that the rate of Internet connectivity in the monitored enterprises is very high and almost all respondents (97 %) confirm the presence of an Internet connection that is used for various business activities (Fig. 1) .
The low share of enterprises which implement e-commerce makes an impression in the obtained results, which can be interpreted in close relationship with the backlog of the country against the general background of development in Europe [19] and as a serious indicator of the need for innovative solutions for the development of e-business systems in Bulgarian enterprises.
The development of e-business activity of the organizations should be presented on the Web via an attractive website. It should be as up-to-date as possible, with rich content and an integrated Internet concept. In this way, the organization will send its fundamental marketing message and
build its reputation among customers, partners and counterparties on an international scale. The enterprises participating in this study make no exception, and almost all of them have built a website (92 %). The data, obtained from the inquiry on the influence that the company website has on the development and competitiveness of the business activity of surveyed organizations, indicate that almost all respondents (93 %) reported that the availability of an electronic website affects the activity of enterprises. According to the majority of respondents (53 %), this influence is great and it has led to a sharp increase in the development and competitiveness of the implemented business activity. In addition, in answer to the question of whether the competitors of the studied organizations have a website, most of the respondents (72 %) gave a definite positive response, which in turn is another confirmation that any enterprise that wants to strengthen its presence in the market and expand the scope of its business activities, must make a name for itself in the online space.
Fig. 1. Purposes of Internet use as part of the business activity of the organizations
The dynamic generation of various information technologies and devices and the ever more active implementation of e-business require the need to ensure processes that are related to the confidentiality and integrity of information assets of the organizations and the availability and authentication of the authenticity of employees, partners and customers. The conducted study revealed problems with the undervaluation of e-business systems, which are exacerbated when considering the state of information security in the surveyed enterprises. In this sense, more than half of the respondents (55 %) are not aware of and cannot answer the question of whether analyses were conducted to assess the state of information and communication support and the level of information security in the organizations. Moreover, 42 % of respondents in the analyzed organizations are in managerial positions, which is a very high percentage and this can be regarded as a reason for concern in view of the issues discussed.
At the same time, the indicated problem could be linked with the inability to acquire sufficient timely information on ICT issues and take relevant measures and approaches for the protection of and access to information assets due to financial difficulties or lack of ICT skills and qualified personnel. It follows from the above that the majority of the surveyed organizations are not capable of performing periodic innovations of their ICT systems, including of introducing and implementing active measures (through appropriate technological innovation) that help to increase IC and prevent critical risks and threats to the confidential information resources of the organization.
In addition, the majority of respondents (67 %) are of the absolute opinion that no properly documented information security policy exists, that taking into account the affiliation of respondents according to the size of the companies shows that this problem is concentrated mainly in micro and small enterprises (85 %). This, in turn, can be interpreted as a serious risk and a threat to the confidential information assets and resources of the surveyed organizations. Thus, the e-business system can be seriously threatened and a situation can occur where competitive organizations and business entities can acquire key data and important information.
Based on the information, obtained in the survey on the type of methods that are used to identify the staff when accessing information assets in the organizations, a username and password or personal identification number are indicated in the first place as the predominant method of identification (66 %) (Fig. 2) . The second most common methods of identification, used by the surveyed enterprises, are the identifications performed by means of personalized cards (21 %) or electronic cards (9 %). Only 2 % of all surveyed respondents confirmed that their organizations use fingerprint identification. Biometric technologies that provide a high degree of precise identification [20] [21] [22] [23] are not used by the surveyed group of organizations. Thus, taking into account the global data and studies related to breaches in security of the information resources of organizations reveals disturbing facts about the existing risks in the corporate information system, including essential disadvantages of the approaches based on the possession of physical objects and those based on the knowledge of certain information, as they can be forgotten, lost, provided to somebody else, or even stolen by ill-intentioned people. These arguments are supported by results from the survey question about the existing disadvantages of the methods of identification of employees when accessing the information resources and assets of the organization (Fig. 3) .
Fig. 3. Disadvantages of the methods of identification when accessing information resources
In this regard, the study makes an inquiry on whether the organizations applied methods to increase the control over employee access to information resources and assets. The results again showed a poorly localized attention and insufficiently active measures in this direction, in consequence of which problems can occur in the business activities of organizations and confidential
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data and business benefits can be lost. In this sense, 85 % of respondents agree that their enterprises do not use methods for increasing the access control of the employees. At the same time, 70 % of the respondents find that there is a need to further increase the level of security when employees access the information resources and assets in the organization. Moreover, 60 % of them are employees in managerial positions, which fact emphasizes the depth of the assessment and the urgent necessity of the introduction of actual measures.
When providing access to the network information systems and e-business assets of the organizations in continuous mode 24/7 to employees, partners, contractors and customers, a server system must be ensured, which requires increased use of electricity, cooling as per the parameters of the machine and permanent (software and hardware) maintenance. In the conducted research, more than half of the respondents (72 %) confirmed that their organizations have a server/servers. But when examining the storage requirements for the server/servers, it becomes clear that: 20 % of the respondents claim that the servers used by their enterprises are stored by external organizations; 28 % confirm that the servers are stored in the same way as all other computers in the organization, without meeting the requirements that are needed to overcome the premature aging of the equipment and a possible failure to operate 24/7. Such negative influences could lead to missed business opportunities and loss of clients and partners for the organizations.
In addition, more than 75 % of respondents have indicated that their enterprises do not have an uninterruptible power system (UPS -Uninterruptible Power Supply) during the operation of the server/servers, which is a prerequisite for the loss of key and critical data and information in case of unexpected disruptions of electricity or electric shocks.
The survey reveals the fact that almost all respondents (94 %) claim that the monitored enterprises use devices for the climatisation of the work environment (temperature and humidity), which are air conditioning (61 %), central climatisation (11 %) and ventilation (22 %). However, almost half of them (49 %) are convinced that it is necessary to improve the level of control of the temperature and humidity on the premises where information and communication devices are stored.
It is clear from the data in the conducted study that the majority of investigated businesses (95 %) do not use spare devices for monitoring the ICT environment (а specialized electronic device for precise air-conditioning and control of the temperature and humidity). Obviously, this is one of the serious shortcomings in terms of the exploitation of the ICT devices and server machines, because such innovative technologies could facilitate the performance of remote monitoring of communication premises in organizations and warn of critical conditions of the surrounding environment, which may adversely affect the entire information resource of the organization and could result in the loss not only of critical data, but also of expensive information and communication equipment.
In conclusion, almost all of the surveyed organizations have set up an Internet connection and an electronic website, which are some of the basic steps to build and implement a successful e-business. But it should be noted, that these resources should be available 24 hours a day, 7 days a week, and 365 days a year, and this is the reason why necessary ICT equipment and qualified support for continuous operating mode must be ensured. However, the majority of the surveyed organizations do not have an ICT department and enough staff to maintain computer systems and software, which necessitates the use of third party services. And this is a deficiency that shows insufficient assessment of the importance of the management of the e-business ICT system.
Conclusions
1. Many of the surveyed organizations do not correctly assess the scope of the e-business system (including their managers) by failing to take into account the need to assess and support specialized information systems and resources, including portal sites, e-commerce systems for managing customer relationships and more. This fully applies to the surveyed SMEs that lack sufficient financial resources.
2. In the surveyed organizations there is a problem with the elaboration of an adequate assessment of the state of e-business ICT resources. Moreover, the managing staff underestimates the importance and nature of information security.
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3. The obtained survey data are disturbing and suggest risks to both the uninterrupted access to the information assets of the enterprises and to the confidential data and information security, because servers are a computer resource with critical information for organizations that need to be maintained 24/7 under the operating requirements, set out by the manufacturer.
4. Most of the organizations underestimate the importance and the role of information security as a key aspect of sustainability, development and competitiveness of the business activity globally. This in turn can be a serious risk and threat to the confidential information assets and resources of the surveyed organizations and can result in the occurrence of critical situations, which is fully applicable to the surveyed micro and small enterprises.
5. The organizations are characterized by a lack of activity in the introduction of innovations in the sphere of information support and a low level of information security of the applied methods of identification, which shows an urgent need for the implementation of appropriate technological solutions that are available for the limited budgetary possibilities of SMEs in the country.
The performed analysis and obtained results are a logical basis for the future development of an approach for the introduction of technological innovations by means of which to improve the e-business strategy in Bulgarian SMEs, prepared on the basis of popular good international practices and trends, and comply with existing factors and prerequisites in Bulgarian enterprises.
